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Prior to OS X Mavericks, the /etc/authorization XML file controlled the rights for many different
actions, such as adding a printer, setting up Time Machine or setting DVD region codes. Modifying this
file required root access and could be performed with a text editor. The /etc/authorization file could also
be modified by using the security command line tool included with OS X, but most chose not to do so
because directly editing the file was easier.

With the release of OS X Mavericks, /etc/authorization has been removed in favor of a new
authorization database, which is a SQLite database located at /var/db/auth.db. There is also an
authorization.plist file located in /System/Library/Security, which is used by the OS as a template for a
new /var/db/auth.db database file, in the event that the OS detects on boot that /var/db/auth.db does not
exist.

To see what’s in the database, you can export the database to a text file using the following command:
1 sudo sqlite3 auth.db .dump > /path/to/filename.txt
It’s also possible to open the exported data directly inside text editors that support this option. For

example, the following command can be used to export the database and automatically open the exported
data in a new TextWrangler document:

1| sudo sqlite3 auth.db .dump | edit

With the move of authorization rights into a database, the old methods of editing authorization rights with
a text editor no longer work. Instead, there are now three possible methods for adding, deleting and
changing authorization rights:

. The security command line tool

. Using SQLite commands to modify the database

. Modifying the authorization.plist file located at /System/Library/Security, then removing the
existing /var/db/auth.db database

W N

Of these three, the Apple-supported method is to use the security command line tool so I will be focusing
on that approach.

The security tool has a command called authorizationdb, which allows for edits to the authorization
database. The security authorizationdb command has three options:

e read
® write
e remove

These functions allow for the various rights to be read, added to, changed or deleted. For example, the
system.preferences.printing rules can be displayed by running the following command:

1| security authorizationdb read system.preferences.printing

The rules will be displayed in property list format.

800 4 username — bash — 82x35 o
computername:~ usernanes$ security authorizationdb read system.preferences.printing ®
<7xml_version=" encoding="UTF-8" 7>

<!DOCTYPE plist PUBLIC “-//Apple//DTD PLIST 1.8//EN" “http://www.apple.com/DTDs/Pr
opertyList-1,0.dtd">
<plist version="1.0">

<dict>
<key>allow-roote/key>
<true/>
<key>authenticate-user</key>
<true/>
<key=class</key>
<stringruser</string>
<key>comment</key>
<string>Checked by the Admin framework when making changes to the Printing

preference pane.</string>
<key=created</key=
<real>411262936. 58738899/ real>
<key>qroup</key>
<string>adnin</string>
<key>modified</key>
<real=411262936.58738899</ real>
<key>session-owner</key>
<false/>
<key>shared</key>
<true/>
<key>timeout</key:
<integer>2147483647</integer>
<key>tries</key>
<integer>10000</integer>
<key»version</key>
<integer=@</integer>

</dict>

</plist>

YES ()

computername:~ usernames$ I

Note: When a security authorizationdb action is successful, it will display a YES status message. If the
action is unsuccessful, a NO status message is displayed.

It’s also possible to export the referenced right as a property list file. This export can be performed by
running the command below:

1 security authorizationdb read referenced.rights > /path/to/filename.plis
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~ Usernases security authoriz references.printing = /path/to/filensse.

computernanei~ usernanes |

Making Changes To Authorization Rules

Editing existing rights, or adding new ones, can be accomplished with security authorizationdb write.
In turn, the write command has three options:

o allow
e deny
e specific rulename

For example, running the commands below with root privileges will allow all users on this Mac to be able
to modify the Startup Disk settings:

1 security authorizationdb write system.preferences allow
2 security authorizationdb write system.preferences.startupdisk allow

The first security authorizationdb write command for system.preferences gives all users access to
System Preferences itself, which is needed before granting allow rights to other
system.preferences.referenced_settings_here rules.

ann 2
computername:~ username$ sudo security authorizationdd write system.preferences allow

YES (0)

computername:~ usernames sudo security authorizationdd write system.preferences.startupdisk allow
YES (0)

computernane:~ usernanes

£ wnename — bash — 98x5. .

Once the commands above have been run, Startup Disk should now allow modification by all users on
the Mac.

e0o Startup Disk
<> Show All Q

Select the system you want to use to start up your computer
Mac HD
05X, 10.9.1

You have selected 05 X, 10.9.1
on the disk “Mac HD." Restart...

)
Li' Click the lock to prevent further changes.

As an example of using specific rulenames, running the command below with root privileges will set

changes to preferences to require authentication by a user with admin privileges:

1 security authorizationdb write system.preferences authenticate-admin

000 2 wiername - bash — 995, P
computernase:~ usernames sudo security authorizationdd write system.preferences authenticate-adain ®
YES (9)

computernase:~ usernases I

However, the best way I’ve found to edit authorization rights is to leverage security authorizationdb‘s
ability to export referenced rights to a property list file and import rules from a property list file. This
allows granular changes to authorization rules while making sure that the rest of the rule isn’t changed.

A good example of this is the Require an administrator password to access system-wide preferences
checkbox found in System Preferences’s Security preferences when the Advanced... button is selected.
To set this to be unchecked, you can use the defaults command in combination with the security
authorizationdb command together as shown below:

1| security authorizationdb read system.preferences > /tmp/system.preferenc

2 | defaults write /tmp/system.preferences.plist shared -bool true
3 security authorizationdb write system.preferences < /tmp/system.preferer

e bk - 11226,

oreferences.plist .

fsystes.preterences.plist

The first command exports the current system.preferences rules as a property list to
/tmp/system.preferences.plist.

The second command uses defaults to change the existing shared key in /tmp/system.preferences.plist
to a boolean value of true.

" encoding="UTF-8"7>
UBLIC "-//Apple//0TD PLIST 1.8//EN" “http://ww.apple.con/DTDs/Propertylist-1.0.dtd"™>
0>

«7xml version="1
<1DOCTYPE
<plist ver:
<dict>

<key>ollon-root</key>

<true/>

<key>cuthenticate-user</key>

<truess

<key>classe/keys

<stringusere/atrings

<keycomment</key>

<string>Checked by the Ad=in frazework when making changes to certain Systen Preferences.</string>

<keycreatede/key>

<recl>414016698. 21814197 </real>

<key>groupe/iey>

<stringedmine/strings

<key>modi fiede/keys

«<recl>414010698.21814197</real>

<key»session-oanere/Keys

<falsess

<key>shared</key>

<true/>

<key>tirecute/key>

<integer>2147483647</ integer>

<keystries</ieys

<integer>10089</integers

<keysversione/keys

<integers@e/integers

The third command is run with root privileges, reads the contents of the property list file into the
authorization database and then updates the system.preferences rules to use the new value.

The result is that the Require an administrator password to access system-wide preferences checkbox
is now unchecked.
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0066 Security & Privacy
Show All | Q

Log out after 60 . minutes of inactivity

[ Reguire an administrator password to access system-wide preferences

2 (==0keesd

Require password  immediately : after sleep or screen saver begins
Show a message when the screen is locked  Set Lock Message.

Allow apps downloaded from:

Mac App Store
+ Mac App Store and identified developers
Anywhere

L{‘ Click the lock to prevent further changes. Advanced... ?

PlistBuddy can also be used in place of defaults in a workflow where an exported property list file is
being edited. An example of this would be using PlistBuddy and the security authorizationdb command
together as shown below to enable the Require an administrator password to access system-wide

preferences setting:

1 security authorizationdb read system.preferences > /tmp/system.preferenc

2 /usr/libexec/PlistBuddy -c "Set :shared false" /tmp/system.preferences.f

3 security authorizationdb write system.preferences < /tmp/system.preferer
|

- Uternases security authorizatic

ead systen.preferences > /tep/systen.preferences.plist

Set sshared false

< tap/systen.preferences.plist
10005 write systes.pre

ces « /tmp/systen.preferesces.plist

usernases fuse/is
usernases sudo s

Computernamei~ usernases Il

The first command exports the current system.preferences rules as a property list to
/tmp/system.preferences.plist.

The second command uses PlistBuddy to change the existing shared key in
/tmp/system.preferences.plist to a boolean value of false.

.8° encodings"UTF-§"7>
*-//Apple//0TD PLIST 1.0//EN" “http://mww.apple.com/OT0s/Propertylist-1.0.dtd">

<list version
<dicts
<key»allow-root</key>
<true/s
<key»authenticote-usere/key»
<trues>
<key>class</key>
<stringsusere/strings
<key>comment</key>
<stringsChecked by the Adnin framemork when making changes to certain System Preferences.</string>
<keyscreatede/key
<real>#14016698. 21814197 </ real>
<keyrgroupeskey>
<stringradeine/string>
<key>rodified</key>
<real>414016698,21814197</real>
<key>session-owner</Key>
<false/>
<key>sharede/Key>
<false/>
<key»timeoute/key>
<integer>2147483647</ integer>
<key»tries</key>
<integer>10000</integer>
<key>version</key>
<integer>d</integers
/dicts
</plists

The third command is run with root privileges, reads the contents of the property list into the authorization
database and updates the system.preferences rules to use the new value.

The result is that the Require an administrator password to access system-wide preferences checkbox
is now checked.

0066 Security & Privacy

Show Al Q

Log out after 60 . minutes of inactivity
|-~/ Require an administrator password 1o access system-wide prcleren:es]

? [

Require password | immediately : | atter sleep or screen saver begins

Show a message when the screen is locked  Set Lock Message

Allow apps downloaded from:

Mac App Store
=) Mac App Store and identified developers
Anywhere

L{‘ Click the lock to prevent further changes. Advanced... = (2

Testing Authorization Rule Changes

When testing changes to the authorization rules, I strongly recommend using a virtual machine or
something other than a production machine. Incorrectly editing the authorization database may result in
functions working unpredictably or stop working at all. My additional recommendation would be to use
the following workflow to make changes to rules:
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1. Use security authorizationdb read referenced.rights > /path/to/referenced.rights.plist to export
a property list file containing the rule.

2. Modify /path/to/referenced.rights.plist using the property list editor that works best for your
needs.

3. Use security authorizationdb write referenced.rights < /path/to/referenced.rights.plist to write
the needed changes back to the database.

That said, Mavericks offers a way to reset the authorization rules that was not available on previous
versions of OS X. In the event that problems occur, it is possible to boot the machine to the Mac’s
recovery partition and use the command line to remove the auth.db database files that reside in /var/db/
on the Mac’s boot drive. At next reboot, the OS will detect that /var/db/auth.db does not exist and create
a new /var/db/auth.db, using /System/Library/Security/authorization.plist as a template.

8no Terminal — bash — 76x24 <

~bash-3.2# 1s -al /Volumes/Mac\ HD/var/db | grep auth.dd 4

—rw = 1 root wheel 126976 Feb 14 13:55 auth.db

1 root wheel 32768 Feb 14 13:22 auth.db-shm
wheel 32768 Feb 14 13:55 auth.db-wal

.2#% rm /Volumes/Mac\ HD/var/db/auth.db

-bash-3.2# ||

As always, change is hard, especially when the changes aren’t well documented by Apple. However,
using Apple’s security authorizationdb command to edit the database should help Mac admins in the
long run by reducing the possibility of problems due to incorrect formatting or other errors. security
authorizationdb‘s ability to both export and import property list files containing rule information also
helps Mac admins by allowing granular changes to be made to individual rules without worrying about
adversely affecting the other rules’ ability to manage the Mac.

In my opinion, this change by Apple provides short-term pain and long-term gain to Mac admins by
making it easier to manage authorization rules both in Mavericks and in future versions of OS X.

For more information on working with the authorization database, I recommend checking out the links
below:

Authorization Rights and Mavericks

Authorisation Rights reference

Modifying the OS X Mavericks Authorization Database

Managing the Authorization Database With Munki

security authorizedb man page
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GregN
February 16,2014 at 5:31 pm
Reply.

Might be worth pointing out that using the “security’ command to alter the authorization database
also works for older versions of OS X. In other words, we should have been doing it this way all
along!

.

cashxx
February 17,2014 at 7:19 pm
Reply.

Isn’t this stuff supposed to get more simple? Stuff just keeps getting harder and more of a pain to
use!

==

Marc Kerr
May 1,2014 at 7:59 pm
Reply.

Once you setup to allow standard users to run Time Machine backups. How do you also let them
encrypt the backup? You still get asked for an admin user and password.

.
Patch
June 5,2014 at 10:14 am

Reply.

Agree with cashxx. Upgrading to Mavericks broke the authorisation for my Creative Cloud — and 1
made the mistake of contacting Adobe — which allows all manner of people who dont’ understand
what’s going on in your computer, remote access. no fix, but lots of extra config. glitches... Apple
might point out potential snafus when upgrading e.g. Adobe... its not like Adobe is insiginificant
3rd party software.

Anyway thanks for the path through — tangled though it is.

5.9

http://derflounder.wordpress.com/2014/02/

28/10/2014 10:01

Page 4 of 7


http://derflounder.wordpress.com/2014/02/16/managing-the-authorization-database-in-os-x-mavericks/#print
http://derflounder.wordpress.com/2014/02/16/managing-the-authorization-database-in-os-x-mavericks/?share=email&nb=1
http://derflounder.wordpress.com/2014/02/16/managing-the-authorization-database-in-os-x-mavericks/#
http://derflounder.files.wordpress.com/2014/02/figure_13-removing_the_authorization_database_while_booted_from_the_recovery_partition.png
http://goo.gl/VEVVKL
http://goo.gl/MDlvEY
http://goo.gl/gI4Hjm
http://grahamgilbert.com/blog/2013/12/22/managing-the-authorization-database-with-munki/
http://goo.gl/rhURvO
http://derflounder.wordpress.com/category/mac-administration/
http://derflounder.wordpress.com/category/mac-os-x/
javascript:void(0);
http://derflounder.wordpress.com/2014/02/16/managing-the-authorization-database-in-os-x-mavericks/#respond
http://managingosx.wordpress.com/
http://derflounder.wordpress.com/2014/02/16/managing-the-authorization-database-in-os-x-mavericks/?replytocom=5327#respond
http://derflounder.wordpress.com/2014/02/16/managing-the-authorization-database-in-os-x-mavericks/?replytocom=5349#respond
https://plus.google.com/111807173867294533954
http://derflounder.wordpress.com/2014/02/16/managing-the-authorization-database-in-os-x-mavericks/?replytocom=7256#respond
http://derflounder.wordpress.com/2014/02/16/managing-the-authorization-database-in-os-x-mavericks/?replytocom=8100#respond
http://en.gravatar.com/koolinus
http://en.gravatar.com/jmelashenko
http://widgets.wp.com/likes/#
http://widgets.wp.com/likes/#
http://derflounder.wordpress.com/2014/09/05/stopping-unwanted-collabd-errors-in-varlogsystem-log-on-mavericks-server/
http://derflounder.wordpress.com/2010/03/02/restoring-mac-os-x-server-from-time-machine/
http://derflounder.wordpress.com/2013/10/26/mavericks-desktop-background-picture-settings-moved-from-librarypreferencescom-apple-desktop-plist/

Managing the Authorization Database in OS X Mavericks | Der Flounder 28/10/2014 10:01

Thorsten

June 6,2014 at 7:57 am

Reply

Hi,

this is a very good blog!!! Finally a blog that takes care on MAC OS X and business issues. Thanks
for that. This one here is very explaining the new authorization funcionality in Maveric. Do you
have any further information how to configure this when using usb smartcards (e.g eToken) using 2-
Factor authentication during login? Would be very interesting.

Jorim
July 7,2014 at 10:10 am
Reply.

Thank you so much for your Tutorial, it was very helpful!! What I do not understand is why i can’t
change anything in the authenticate-admin, the authenticate-admin-30 or the authenticate-session-
owner-or-admin rule. Anyone has an idea?

I used the following command:

security authorizationdb read authenticate-admin > /tmp/test.plist

/usr/libexec/PlistBuddy -c “Set :group powerusers” /tmp/test.plist

security authorizationdb write authenticate-admin < /tmp/test.plist

The first two lines work ok but it won't write it back into the auth DB. The same command even
won't work if i leave away the second line and change nothing in the plist file. Does anyone has tips

or ideas how to resolve this? or inputs why it doesn't work?
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