Mahoodle://Integrating Mahara with Moodle

How many times each day do you find yourself logging
on to some service or other? As web applications
grow in popularity, users are obliged to juggle
username and password details for more websites,
email programs and desktop applications, and there’s
no evidence that the trend is slowing.

As administrators of interlinked web applications,
we welcome any opportunity to make our systems
easier for people to access and use, and Single-Sign-
On (or SSO) is one great way to achieve that. Simply
put, a user logs on to one application, and by clicking
on specially crafted links that we provide there, is
transparently authenticated to a second application,
even though it may be running on another machine,
in another room, on another continent.

When SSO works well, it can dramatically improve
the sign-up experience for new users of your
application:

No need to 'create an account’

No need to find an unused username

No need to think up and remember yet another
password

No new URL to remember

No need to log in to yet another application
No need to upload the same profile mugshot to
the new application

If you could smooth the path for new users of your
application by removing all these obstacles, what
impact do you think that might have on uptake?

With the release of Mahara 0.8.1 and Moodle 1.9,
you can now configure your Moodle so that any user
who logs in to Moodle can click on a link that will
bring them to your Mahara site, and automatically
log them on to their Mahara account. If they don't
yet have an account on Mahara, their user data will
be imported from Moodle, and used to populate their
Mahara account. If they have a profile picture in
Moodle, that will also be imported to their Mahara
account.

The user can then begin using the Mahara account
with absolutely zero configuration required.

Many Mahara users will want to keep using their
Mahara account long after their formal relationship
with your institution has ended, and your institution

might well have an interest in keeping alive links to
its alumni.

With a few clicks of the mouse, you can configure
multiple points of entry for your Mahara users.

If they want to sign on directly to Mahara, they can
do so with a username and password. If they've
already signed on to Moodle, they can click on a link
to SSO into Mahara. When their Moodle account is
no longer active, they can no longer SSO, but their
Mahara account remains available via direct
authentication.

Conversely, if you're the administrator of an existing
Mahara system you might want to configure SSO to
work in the opposite direction, creating an
opportunity for your users to SSO from Mahara to a
Moodle server. If you choose this configuration for
your users, you can elect to have user records
generated for them at the Moodle server on arrival.

~Y
This document outlines three scenarios for

administrators of Moodle and Mahara systems, to
assist in configuring their applications to interoperate.

1://Basic Networking

Chapter one focuses on tasks that are common
to all three scenarios.

2://SSO into Mahara

Chapter two will introduce what's likely to be
the most widely deployed option, of SSO from
Moodle to Mahara.

3://Advanced SSO info Mahara

In chapter three, we'll look at some other
options for Mahara authentication, considering
the confguration of multiple authentication
plugins, how they can be combined to create
an authentication stack, and how we can
combine them to offer a single user multiple
routes into Mahara.

4://SSO into Moodle

In the final chapter, we'll introduce SSO from
Mahara to Moodle.
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1://Basic Networking e — Lifeworks: Administration: Notifications

The normal install procedures for Moodle and Mahara 5_-_,: ! | A A | fithttp://moodle.mahoodle.com/admin/

are already well documented. We'll assume that you've m pile A Kernel  Wikipedia Apple Build a Web _eron Linux E2  AudioSear
already installed both Mahara and Moodle, and that
the sites are ready for an administrator to start
configuring users and courses. If either site is already
in use, that's fine as well. LifeWorks

Make sure that you are logged onto Moodle as an
administrator: Lifeworks + Administration » Notifications Comainngond)

Site Administration

B Motfications The cron.php maintenance script has not been run for at least 24 hours. @
Lisers

Caourses

Getes Please register your site to remove this button

Location
Language
Modulas

Security
Appearmance

Front Page Moodie 1.9 dav (20070B1302)
Copyright € 1980 cnwards, Marlin Dowgiamas

Setvar and many other conribulons.
Natweo fing GNU Public License

Repors

Mizoslaneous

poooooooooooD

Search |

Admin bookmarks il

bookmark this page

@ Moodia Docs for this page

You are logged in as Admin User [Logout)

Home
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1://Basic Networking: Moodle

From the Site Administration menu, click on
Networking >> Settings, and change the Networking
value to 'On'. Click 'Save Changes'.

Before we do any more configuration on Moodle, we
need to enable networking on Mahara.

Lifeworks: Administration: Networking: Settings

®1http:/ /moodle.mahoodle.com/admin/mnet/index.php O-“TQ' Coogle

» A Kernel

Litelworks

Lifeworks © Administration © Metworking * Settings | Biocks editing on )

Site Administration
About your sarver

" Maotifications
Usars
Courses
Grades
Locatian
Lenguage
Modules
Security
Appearance

Front Page

pooooooooao

Server
= Metworking
" Seitings
" Poars
" 850 Access Contral
® Enmiments
B XML-RPC hosts
jmm Repords

O \iscetiznaous

i Search |

Admin bookmarks =

lpockmark this page

Wikipedia Apple Build a Web _eronLinux E2 AudioSearch

Public key: |
—--——-BEGIN CERTIPICATE---——- E:
MIIC1jCCAj+gAwIBAgIBADANBgkghkiGIWOBAQQFADCEBSDELMAKGAIUEBRMCTlox
EzARBgNVBAgQTC1d1lbGxpbmdOb2 4XEzARBgNVBACTC1d1bSxpbmd0b2 4 xGzREBgNV
BRoTEkxpZmVX¥b3JrcyBlLWNhbYXBE1czEPMADGRIUECKMETHIvEGXIMSMwIOYDVOOD
ExpodHRWO18vbWIVECK1LmlhaGoviGxllmNvbTEXKMCIGCESgESIbIDQEJARYVEIGTGU
YWxAYZPOYWxSc30ubmVOLmS eMB4XDTAIMDgxNTAINDMxMFoXDTAIMDkxMJAINDMx
MPowgbAxCzAIBgNVBAYTAKS aMRMWEQYDVOOIEwpX2WxeaWSndG IuMRMwEQYDVDOH
EwpXEZWxsaWsndGouMRewCOYDVOQRERIMaWEIVZdvaiMgZEl jYWlwd XDz ANBgNY
BAsTBklvb2ZRs2TE JMCEGA1UEAxMaaHR0cDovL21vb2Re 285t YWhvb2Re285]b20x
JDAiBgkghkiGIwIBCOEWFWRvbmF s0GNhdGFeeXNOLmE 1dC5ue jCBnzANBgkghkiQ
SwOBAQEFAROB QAW YRCOYEAL4KECUOXKBWYWu 4 /VAIHReYELEaVETD2ZVU4ESUNE
WAMIAGrJp2h2dvWMvLUNES JSEQLRPYdUzaTr4BgsXMYNboDeViShGWiIIDMps3n
g/05niH0J39 /AKHA0VEkodMell=ETMYy TTi0C3IDTFLXEYHCyqgUBSEDzPg9gBl4x
4PRCAWEAATANBgkahkiGIwlBROOFAROBGOAeHEGC1TJe96VatVVIBMOZ /EenYi6s
d¥1bgl7EXzdVBotYJZPKUDGncnSwTDW]6XHIuY TnwDaJI+Nd1 fLbbke3dbaSWvET
OzalSyxZY¥2FPyvPubz+adleVUEZaVxlilzacwoEP+NoMETozglSgwegeypg i ToMT+
He7/A%ubwly4T0==

Valid unti:  Wednesday, 12 September 2007, 07:43 PM

Networking: = Off
{3 On
EI Save changes ':I

Dalete This Ki

Moodle automatically rotates your keys every 28 days (by default) but you have the option to manuailly expire this key at any

time. This will only be useful if you believe this key has been compromised. A replacement will be immediately automatically
rated.

Deleting this key will make it impossible for other Moodles to communicate with you, until you manually contact each

administrator and provide them with your new key.

Delete  ( Delete )
This T
Key

@ Woodia Doca for thes pags
You are lopged in a8 Admin User (Logout)

Home

— —
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1://Basic Networking: Mahara

Make sure that your Mahara site is set up, and that
you're logged on as an Adminstrator:

Click on Site Administration, and then on Networking:

Return to Site

You are logged in as Admin User (admin}

ADMIN HOME

Administration

Configure Site
|+ Site options - Configure basic site options such as the name, language and theme
|+ Site pages - Editthe core site content
[+ Site menu - Manage the links and files within the Main Menus
[ Admin Files - Upload and administer files that can be putin the menus
> Nemarklmi - Configure networking for Mahara

Manage Users
|+ Suspended Users - Suspend or reactivate users from using the site
I+ Staff Users - Assign users Staff permissions
I+ Admin Users - Assign Site Administrator access rights
= Admin Notifications - Overview of how administrators receive system notifications
I Institutions - Install and manage installed institutions
|+ Add Users by CSV - Upload a CSV file containing new users
I+ User Search - Search all users and perform administrative actions on them

Administer Extensions

 Plugin Administration - Install and configure plugins
I+ Conflgure View Templates - View installed templates to check their validity

Terms and Conditions | Privacy Statement | About | Contact Us
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1://Basic Networking: Mahara — _ Networking - Mahara

On the networking page, your WWW Root should be

listed. This is the canonical address at which your Wikipedia Apple Build a Web _er on Linux E2 AudioSearch
Mahara site can be accessed, and you'll need to enter Natworking =Wahara. =—

this address into your Moodle site later on.

Beneath the WWW Root, is the Public encryption
key. This is a file of seemingly random text, beginning
with the line '-----BEGIN CERTIFICATE-----". The
expiry date of the key is noted underneath. Mahara
will automatically generate a new key when this one
expires, and propagate the new key to your peers.

Return to Site

You are logged in as Admin User (admin}

MANAGE USERS ADMINISTER EXTENSIONS

Site Options Site Pages Site Menu Admin Files

Networking

What is Networking?

Mahara's networking features allow it to communicate with Mahara or Moodle sites running on the same or another machine. If
networking is enabled, you can use it to configure single-sign-on for users who log on at either Moodle or Mahara.

WWW Root
http:imahara.mahoodle.com/

Public key

---—-EEGIN CERTIEICATE
HIICWIOCAiuqAwTHAIEADANEkghhic oviBAQQEADCHp JELHANE A1 UEBhHCTL
EzARBgNYEAGQT: Ldlbaxpbmdib2 dx DzANBgN ¥BACTEIRLIEFr bz EFHANGAL UECHHG
TWE X T hH 2w 0¥ DV PLEwE N YW h omE T 2 AhE qNYEAHTZmh o dHASLY 3+ ¥Whh amEy
ATE b2 5 Wb Iy 3 SHH BT Ko Thwa A0 WEF i tub3T Lodx 502 1hadFp rEst vithy
b5 £26 §b2 0wHhaNH D) OF 1H 0020 THY i7h alH o0 TEFH D020 THY W CEpJELHAE
ALUEBhHOTLoE zARBgHVEAGTE LdLba<phmdi 2 4= Dz ANE gHVEAZTELALIEF T baEF
Ha0z A1 EChHETHE c¥ET hHQ S0 Y OVQOL Evw Nirthh omEs I 2 AhBgNVEARTE mh o dHAS
Ly St ¥ithh omEubAE ob2 skbE U Y2 S tH BowkATT K o2 Thv oMAQ KEF htubaT Lod< 502 1h
SGEFYEStYWhvbIRs2 85 Jb20wgd swDQ YT Kol ThvoN AQEHEB) AD g¥ 0 AH IGTACSHAK IO
T anEYDE e £0H qOopaTHY 120 2 hNMERQbpay cur / Y55 dof TdS omDq2H0 2 oF qowis £2
¥290dI0L b h+hZWIHBom3K LE O EKHI0H ax ju dgimeo? Izoql Y 2t FEVAE1 2 14YF
DAFAaevu TP g U ZRPS T oF 52 BRI Ol 02 o EVATHVET AHEAAEDO YT Ko 2 ThwaN AQEE
BOADGYEATE) 372 £LFkctobew dz 3 EbHOH 706 BLT dAlzH T0 1 d2 2 NT 5 TuHhput? emt &
+EttAS-HISCCHT hYTHNWE sLAY 21 qE 5 aduna ¥ TREXT MM 2R daECx T 01 Fppkn jus ed Ty
1EEF20IPB0 D35 T4 EadTOnnHIFY o0 oW TN weNTES 25 05500 TIE qo=

—————END CERTIFICATE

Thes public key is automatically generated, and roated every 20 days,

Public key expires
12 September 2007, 07:39 PM

Enable networking

Blow your ' r3 SerVEr 10 communicate wih servers running Moodle and other apofications.

Auto-register all hosts

| No @

Create an mstituiion record for any host (hat connects to yoo, and allow its users to fog on lo Mehars

[ save changes |

Terms and Conditions | Privacy Statement | About | Contact
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A Word On Encryption

When we think of a key — for example the key for a
padlock, we imagine that it can both lock and unlock
that padlock. Although we call these lines of text your
'public key', this key is only used to lock' data — not
to unlock it. This key is part of a pair, each of which
is useless without the other. One locks the data, and
the other — your private key — unlocks it.

So — it's perfectly safe to publish this key without
worrying about the security of your data. In fact —
we supply this key to other servers, and they use it
to encrypt data that they want to send to us. They
know that the data it encrypts can only be decrypted
by us, as we hold the corresponding private key.
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1://Basic Networking: Mahara clakal Networking - Mahara

Click on the Enable Networking pulldown, and choose | | & http:/ /mahara.mahoodle.com/admin/site/networking.php
‘Yes'. The other pulldown menu — 'Auto-register all = Wikipedia =
hosts', is just fine set to 'No'. Click on 'Save changes' : ==

to continue.

Return to Site

You are logged in as Admin User (admin}

ADMINISTER EXTENSIONS

Site Options Site Pages Site Menu Admin Flles

Networking

What is Networking?

Mahara's networking features allow it to communicate with Mahara or Moodle sites running on the same or another machine. If
networking is enabled, you can use itto configure single-sign-on for users whao log on at either Moodle or Mahara.

WWW Root
http:iimahara.mahoodle.com/

Public key

-—-—-EEGIN CERTIFICATE

HIICwjCCAiwgAwIBAgIHADANEgkghlcic s BAQQFADCEp JELH ARG A1 UEEhHCT Lax
E2ARBEqNVERGT Ldlbdwpbmdibd dx D2 ANBQNYEAOTEIR] TEFF b2 EFHAOZAL UEChHG
THE XTI hHQ SwLpYTVppL Evd Wehh amEx I zAhBgh VEAHTEmh ¢ dHA SLy 5£3%hh amEu
BE ob2 5WbG Y 25tH BowkAYTKoZ ThvoN AgkBEFht ub3T Logx 5gG1hagFry 85t ywhy
2Rz 225 B2 0Hh oNH D) O LH D20 THY S7h aWH D0 TEPH D20 THY 0 BpfELHAS
ALUEEWHOTLoE zARBQNYEA TS Ldlba«pbmdi b2 4« Dz ANE QN VEACTELRLIEF F b2 EF
HAOCALUEChHETHWE oYIThHQ SO YDV OLE WD N YThhomEx Iz ahHgWvBAHTEmh 0 dH s
Lot ¥hh omEUBWE o2 80k U3 0EH SowiAYT Ko2 Thy oM A0 WEE htubaT Loox spaLh
IEFFYrEStYWhvh 2R 285 12 01wgl Bwb) YT ¥ ol Thvol ADEEB) AD QY0 AH IGT A BAKED
T3 0EYQY b £0H qOWpe Trx 130 2h nEXQ bpay ovs £ ¥j5 dof Tl omDq2KE oE qowy s £2
T28 041 0L S BTh+h 22 EEom2KLE DOEKHA0H o f04 g0v 207 12 0qT¥ 1t EEVAE1 21 4¥F
OAPAQevUTE qnll 3RE /Lo 8 BnjRIOU a2 o ETRTHVIT AQHBEAAE Y ) YT KoZ ThyalAQEE
BOADQYEATE) 1P £1 Fhtobav s d2 STBHOK T8 SLLAAUZHIC A2 INT s TuHhpuCE amt
+EttAs-HIS3CHThVTHNWE sLiy 3L gES efum a¥ THEKEkN 2RJaEGxz ol Epp¥njvbed Tu
15FF 80 3PB0 038 T4 FaT0Mm-+HIHI00 g T WK TES 8 5595 sTQPTEE o=

—————END CERTIFICATE

Thes public key is automatically generaled, and rotated every 28 days,

Public key expires
12 September 2007, 07:39 PM

Enable networking

Alow your "a sarver 1o communicate win servers running Moodie and other apofications.

Auto-register all hosts

[NOB

Create an institution record for any hos! that connects fo you, and alfow its users to log on {0 Mehara

Save changes |

| Privacy Statement | About | Contact




Mahoodle://Integrating Mahara with Moodle

1://Basic Networking: Mahara

Mahara acknowledges the choices that you have
made.

ADMIN HOME CONFIGURESITE MANAGEUSERS ADMINISTER EXTENSIONS

Site Optlions Site Pages Site Menu Admin Files

zaNetworking has been enabled. Auto-register has been disabled.
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2://Enable SSO: Mahara € == = = Institutions - Mahara

http://mahara.mahoodle.com/admin fusers/institutions.php

Click on 'Admin home' to go back to the main
administration menu, and on that page, in the dia  Apple Build a Web ._eron Linux E2 Audic
‘Manage Users' section, click on the link to
'Institutions'.

Return to Site
If you are certain that your Mahara site will only ever
serve one Moodle, click on Edit to update the details — B
for the default institution. Otherwise, click on 'Add
institution', to create a new record for the institution o TR Y ek L

that is hosting your Moodle. We'll detail the 'Add
institution' option, although editing the default

institution is almost identical.
Suspended Usars Staff Users Admin Users Admin Notifications Add Usars By CSV  User Ssarch

Admininster Institutions
Institution Authentication plugin

Nao Institution

Add Institution

Termms and Conditions | Privacy Statement | About | Contact Us
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2://Enable SSO: Mahara

The institution name can be any word made up of
only letters. Spaces and numbers are not permitted
in the institution name. The Institution display name
can include spaces and numbers. I've opted to give
my institution the name MahoodleMoodle and the
display name; Mahoodle Moodle.

The authentication plugin can't be configured until
the institution record has been created, so just ignore
that for the moment. The default values in the other
fields will be adequate to get started. Click on 'Submit'
at the bottom of the page to save your settings. The
page will reappear, and the authentication plugin
menu will be enabled.

Admininster Institutions

Return to Site

You are |ogged In &5 Admin User [admin)

Suspended Users Staff Users Admin Users Admin Notifications Add Users By CSV  Usaer Search

Add Institution
Institution name
Institution display name

Authentication plugin

Registration allowed?

| MahoodleMoodle | ®

Mahoodle Moodle A
| o)

imap [+

v

s ]

‘Whether users can regisier for ihe system with this insiitution

Default account lifetime

Default account inactivity time

| No end date E %

How kong newly created user accounts will De usabls for before they expre

. No end date B k

How flong a wser accounl will remam active withoul the user logeng in

Warning time for inactivity/expiry

L [weeks ) °

The time before user accounis are 1o enpire or become inactive &l which a waming message will be sent

1o them

Locked fields *
First Name
Last Name
Student ID
Preferred Name
Introduction
Emall Address (multiple allowed)
Official Website Address
Personal Webslite Address
Blog Address

e EE®
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Note that the Institution name field is gone. It will
be hidden from both users and administrators from
this point on.

Choose xmlrpc from the Authentication plugin EE
pulldown menu, and click on the plus-sign beside
that menu to add a new authentication method.

A new window will open, displaying the configuration
OptiOIlS for XMLRPC. You are logged In as Admin User {admin)

This plugin can have a parent, but we will configure
it without one; that means it will be the only means

fo usersofthe Moodle aystem t log on t thlr

linked Mahara account. _ ) : _ e ,
IZinstitution added successfully. Please configure an authentication plugin for this insfitution. =]

Admininster Institutions

institution display name Mahoodle Moodle

Authentication plugin
internal B %
L ]

Registration allowed? ™

‘Whether users can register for the syatem with this institution

Default account Iifetime ! Mo end date E i:

How hong newly created user accounis will b usshie fior before they expine

Default account inactivity time | Mo end date E ‘

How long = waer sccount will remain active wihout |he user logging in

Warning time for inactivity/expiry 1| [ Weeks L E

Tha tima before user socounts are (o axpire or becoms inactive 2l which 2 weming messape wil be sant
1z them

Locked fields *
First Name

Last Name

Student ID

Preferred Name

Introduction

Emall Address {multiple allowed)
Official Website Address
Personal Website Address

Blog Address

Postal Address

5 A

Town
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Configuring the XMLRPC plugin

A new window will open with configuration options
for the xmlrpc plugin.

The authority name will identify this authority to
you, the administrator. I've called this ‘Mahoodle
XMLRPC, although I could just have called it
XMLRPC because I already know that this authority
will only authenticate users from the Mahoodle
institution.

The parent authority is 'None'. If we had already
configured an authority for this insitution, and that
authority was itself canonical (i.e. does not require
a parent), then it would appear as an option in this
dropdown list.

The next field - WWW Root — is absolutely crucial
to get right, and most problems with Mahara &
Moodle integration that we've experienced in testing
are caused by errors in entering this value. In fact
it's very simple: the WWW Root must be exactly what
is specified in Moodle's config.php.

Please take care not to enter a '‘www' before the WWW
root hostname, if there is no www in your wwwroot
field. While it might be possible to access the Moodle
site at this URL, this will cause problems for you,
and will likely prevent networking between the sites
from working.

In short — find out what is entered in the config.php
file of your Moodle and enter exactly that.

Choose the application that is being hosted at the
remote site from the pulldown menu — in our case,
we want to choose Moodle — and then enable some
networked services by clicking on the checkboxes
underneath.

By enabling 'They SSO in', you're permitting users
who log on at Moodle to enter your Mahara site
without having to log on again.

By enabling 'Update user info on login', you're asking
your Mahara server to check that the user hasn't
changed his details on Moodle each time he logs in,
and if he has, update his Mahara user record with
those same details.

By enabling 'We auto-create users', you can automate
the process of creating user records, so that a Mahara

SIaNS) Add an Authority

&mahara

Admininster Authorities

Authority name Mahoodle XMLRPC

Parent authority “None. %

WWW root http:/ {moodle.mahoodle.c| *
Site name Mahoodle Moodle
Application [ Moodle [#] *

Port number 80

We S50 out B e

They 5SSO0 in ™ -

Update user info on login ™ -

We auto-create users M -

They auto-create users

N F
 Submit ] ' Cancel

user record is automatically created for every Moodle
user who clicks on the SSO link to be signed on to
Mabhara.

In this example, we're going for the most-automated
option, so we don't have to do any user-setup on our
Mabhara site at all.

Click on 'Submit'. The window will close and the new
xmlrpe authentication plugin instance will be listed
on your 'Administer Institutions' page:
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Configuring the XMLRPC plugin

If Mahara has been unable to communicate properly
with Moodle at the WWW Root that you’ve entered,
you’re likely to see an error message like this one.

Please double check that you’ve chosen ‘Moodle’ as
your application, and that the WWW Root you've
entered matches the value in Moodle’s config.php
file.

If you’ve managed to configure this correctly, the

window will disappear when you click ‘Submit’ and
the authority name you've entered here will appear
as a new authority on your institution’s config page.

Click ‘Submit’ at the bottom of the institution’s
configuration page to complete SSO setup on Mahara.

a8ann Add an Authority =

Admininster Authorities

Authority name Mahoodle XMLRPC
Parent authority | Mone I-B s
WWW root Z:|:.ffl‘wndfe.n‘.al?oo%.mﬂ 3

An error ooourmed whilte relrieving the poblic key from the remote server.
Piease snsure thal the Application and WWW Rood fields are comect, and that networking 1= enabled on the remote hosi.

Site name Mahoodle Moodle
Appllcation "@ L
Port number BO

We 550 out Zh

They 5SSO In L

Update user info on login M -

We auto-create users M -

o

They auto-create Users

[ Submit ) ['Cancel |
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2://Enable SSO: Moodle

Next we go back to our Moodle app, and again —
ensure that we're logged on as an administrator.

From the Site Administration menu, choose
Networking >> Peers:

Lifeworks: Administration: Networking: Peers

A A ™1 http:/ /moodle.mahoodle.com/admin/mnet/peers.php

LifelWorks

Lifeworks » Administration © Networking - Paers

Site Administration 1

" Matifications
Uszars

Courzes
Gradas
Lacation
Language
Modules
Becurly
Appeatance
Front Page

pooooooooD

" Settings
" Peers
® 550 Ascess Contral
® Enmimants
" XML-RPC hosts
= Repars
O jiscstanaaus

i Search 1

Admin bookmarks

bookmark 1his page

(_Biocks editing on |

Register all hosts (Hub moda)

You can choose to register all hosts that try to connect to you automatically. This means that a
record will appear in your hosts list for any Moodle site that connects to you and requests your public
k

eY.
You have the option below to configure services for 'All Hosts' and by enabling some services there,
you are able to provide services to any Moodle server indiscriminately.

B

Register all hosts (Hub modi)

( Sawe changes |

Site System Last connect time

All Hosts

http://mahara.mahoodle.c | Mahara ﬁ

{Add host™)

@ Woodle Doas for thes page
You ane fogoed i &5 Admin User (Logout)

Home
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2://Enable SSO: Moodle

Ignore the 'Register all hosts' option for now. This
will probably not be relevant to very many Moodle
operators.

Under 'Add a new host', enter the WWW Root value
from your Mahara site into the field. You can find
this in the network administration page of your
Mabhara site.

Choose 'Mahara' from the dropdown menu, and click
on 'Add host. Moodle will fetch the public encryption
key from the Mahara server and display it on the next
screen.

Lifeworks: Administration: Networking: Peers

! A A ™1 http:/ /moodle.mahoodle.com/admin/mnet/peers.php

LifelWorks

Lifeworks » Administration © Networking - Paers

Site Administration g

" Matifications
Uszars

Courzes
Gradas
Lacation
Language
Modules
Becurly
Appeatance
Front Page

pooooooooD

" Settings
" Peers
® 550 Ascess Contral
® Enmimants
" XML-RPC hosts
= Hepors
O jiscstanaaus

{ Search |

Admin bookmarks lig |

bookmark 1his page

ﬁ_&ppll

Bu.il_:l a Web ..er on Linux E2 Audia‘jlnrdl ngai?a}

@ -',‘:!FQ' Google

(_Biocks editing on |

You can choose to register all hosts that try to connect to you automatically. This means that a
record will appear in your hosts list for any Moodle site that connects to you and requests your public
k

eY.
You have the option below to configure services for 'All Hosts' and by enabling some services there,
you are able to provide services to any Moodle server indiscriminately.

B

Register all hosts (Hub mode)

Site System Last connect time

All Hosts

http:{/mahara.mahoodle.c | Mahara ﬁ

{Add host™)

( Sawe changes |

@ Woodle Doas for thes page
You ane fogoed i &5 Admin User (Logout)

Home
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The 'Site' value on this page is editable. You can
change this to something descriptive that will identify
your Mahara site to you and your students. In the
screenshot, I'm about to delete ‘Home -’ from the
Site name.

If there are no error messages on the screen, and the
'Public key' field is filled with '-----BEGIN
CERTIFICATE-----' followed by some seemingly
random text, then your Moodle has successfully
retrieved Mahara's public encryption key.

If Moodle reports an error in retrieving Mahara's
key, check that the value entered in the Hostname
field of this page is the same as the WWW Root value
displayed on Mahara's Networking page.

If everything looks ok, click on 'Save changes'. The
same page will reappear, with a new tab listed at the
top. Click on this 'Services' tab to setup SSO with
Mabhara.

Lifeworks: Administration: Networking: Peers

@ 2(Q- Google

LifeWorks

Wikipedia Apple

Lifeworks  Administration - Netwerking © Paars

Site Administration

" Natifications
Uzars

Courzes
Grades
Lacation
Language
Modules
Sacurily
Appearanca
Front Page

pooooooeooD

Servar
= Matwaorking
" Settings
" Peers
® 580 Accass Contral
® Enmimants
" XML-APC hosts
) Repors
O jscetianaaus

| Search |

Admin bookmarks El

bookmark this page

Site:

Hostname:

Public key:

Public ey @

alid until

IP address:

IF agdress @ i

Build a Web ...er on Linux E2 AudioSearch RegﬂPa.l

[ Review Host Details |

Home - Maharz
e
]

hitp:{/mahara.mahoodla.com

HEGIN CEATHICATE -

AOCwCCA I AWIBAG SADAN Bk ki CowDEACIFADCAD{ELMAKLA LUESRMC Tiox

ErARSINVAATCIC 0 Xm0 24X Dz ANSGNY SACTRIZIEFybr EEMADGATUECHMG

l'w'hmnMQthI.l‘rJVQﬂLLha‘uTM'Fcm!.-clqu'w‘uhTt.-nhOthb mnﬁn:msu
i Awhd il Gl ThaliyYs s

:._"tsnunzum-‘wmmmuuuczuru.\h:ﬂunmm yMDczlT m«.a.—.uzl.u.m-c.
AUERRKH TloxE2ARBINVEAG TCIAIhC xnbend b2 4x Dz ANBINVRAC T SRIIEF vz £
MADLA LU EC M TWES VIR DO YDVTOL Sl NP WRhc mEx iz AR SNV EAM TEmhOdHAK
LySTYWE hEmEu W 002 SKEGULY 2 ST SowkAY KaiIhve NACKEFtub SJlcxit Ln

ALFYYSS T Ene DY) A EBECAL Y OAMIC AL BAKZD
Xa DY 2yus MG Dg Thix |2 e hAenE Kl Gt Y15 (T2 a3 1K BEatwvafs
F2andIaL /b7 + W2 BEnm 3IFDDEK HIlM o e CAgCmra Tizoq Y2 shils 16 LAY
OARACEL PR RS IS ENDLC 2l TR K AG VEA AW DL T ncKACIES
SOADGYEATBOZGHk + Dbex rdzB X BHUHT L BELLAALZATIREN s FubRouC Ferat
+ 510+ MBGOHI VT MIWGSLiy3 LOESeCunay 7REKS kN2 RoaE Cure LiTmKnNSe Ty
1S PE0IMROD I ek inn + CKKaCgW TN wek T Ss8sar (P T 2Eqe~

END CERTHICATE-

Wednesday, 12 September 2007, 07:36 PM

127.0.0.1

( Save changes

{_Biocks editing-an )

@ Moodle Doos for thes page
You ane fogged in as Admin User (Logout)

Home
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The first service listed: '"Moodle networked enrollment' .' A A | Thhuwp://moodle.mahoodle.com/admin/ mnet/mnet_services.phprstep=list & """O.v Coogle
e " an x
is only relevant to Moodles networking with other ernel Wikipedia Apple Build a Web _eron Linux E2 AudioSearch RegalPalms Bolton

Moodles, so we can ignore that for now. | ministr : e

In the section titled 'SSO (Identity Provider)', you
want to tick the 'Publish' checkbox. Moodle is going
to publish a service to Mahara which identifies users
to Mahara. You can leave the 'Subscribe' box

LiféWorks

unchecked. ‘ Lifeworks - Administration - Networking - Peers { Biocks editng on )
In the section titled 'SSO (Service Provider)', click on ¢ Reviaw Host Detals | Services )
Site Administration | | |

'Subscribe' to tick that checkbox. Moodle users will
subscribe to services that are provided by the Mahara

" Matifications

. ] Usars
site. O caurzes Moodle Networked Enrolment
. 0O Grades o . " i
That's all fOI' now — Clle on 'Save changes'. Bl :;T:?m service to allow administrators at Mahara to enrol their students in courses you have created on your
0 Language
= P « Dependency: You must also publish the S50 (Service Provider) service to Mahara.
Madules + Dependency: You must also subseribe to the SSO (ldentity Provider) service on Mahara.
] Securily
E Appaaranca Subscribe to this service to be able to enrol your students in courses on Mahara.
Front P
o q-:m i « Dependency: You must also subscribe to the S50 (Service Provider) service on Mahara,
Server « Dependency: You must also publish the SS0 (Identity Provider) service to Mahara.
= Metwarking
" Seitings 1 Publish
* Peers ] Subscribe
B 580 Azcass Control
® Enroimants
B XML-RPC hosts 5SSO0 (Identity Provider)
| Repars

o Publish this service to allew your users to roam to the Mahara Moodle site without having to re-login there.
Miscellaneous

+« Dependency: You must also subseribe to the S50 [Service Provider) service on Mahara.

i Search
; - Subscribe to this service to allow authenticated users from Mahara to access your site without having to re-login.
Admin bookmarks — « Dependency: You must also publish the S50 (Service Provider) service to Mahara.
i
pookmark this page # Publish

|| Subscribe

S5S0 (Service Provider)

Publish this service to allow authenticated users from Mahara to access your site without having to re-login,
» Dependency: You must also subscribe to the SS0 (ldentity Provider) service on Mahara.

Subscribe to this service to allow your users to roam to the Mahara Moodie site without having to re-login there. -
+ Dependency: You must also publish the S50 (Identity Provider) service to Mahara.

| Publish
# Subscribe

[

(_Save changes Jm
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In the Site Administration panel, click on Users and [ A A | Tanrp://moodle.mahoodle.com /admin/auth.php
choose Authentication from the menu. ompife A Wilipedia Apple Build a Web ._eron Linux E2 AudioSearch RegalPal

Enable the Moodle Network Authentication plugin,
and click on 'Settings'.

LifeWorks

Lifeworks - Administration = Users - Authentication (. Biocks editing on )
Site Administration = Please choose the authentication plugins you wish to use and arrange them in order of failthrough.
® Nolifications
& Usars Name Enable Up/Down  Sattings
" Authentication
Manual accounts Settin:
| Accounis =
] Permissions Ne login Settings
) Courses Email-based seff-registration [ 3] Settings
| Grades Setti
i
| Location e i
O Language P Settings
B modules
Settings
Ef gam ity o ngs
[ S BRr IMAP zarver et Setfings
O Eont Pa
mor ge e N "
LOAP sarve Setlings
O Sarver e
| Natworking Moodle Network authenticatior Settings
= B
Frapoe NNTP ser b Settings
| Mscallaneous
P Settings
{ Search Modules st Settings
= Yo Settings
Admin bookmarks {74
Yo Settings
bookmark 1hs page = slett S Setlings
Self registration | Email-based self-ragistration  $ |
re@slerain
Choose which auth plugin will handle user self-registration.
-
Guest login button | Show !
guestiognbuifon
You can hide or show the guest login button on the login page.
Alternate Login URL
aftmmatelognur
If you enter a URL here, it will be used as the login page for this site. The page
should contain a form which has the action property set to
"http:ifmoodle.mahoodle.com/login/index.php’ and return fields username and
password.
Be careful not to enter an incorrect URL as you may lock yourself out of this site.
Leave this setting blank to use the default login page.
-
Instructions | 5
auln instnoctiong ¥

fadmin/auth.php?sesskey=5uaMxfcdgh&action=enable&auth=mnet” = —ﬁ
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We don't actually want to change any of the values
in this page, but we can see that it lists the sites that
our users have the option of roaming to. Our Mahara
site is listed here.

Lifeworks: Administration: Users: Authentication = =

A A | Thhttp://moodle.mahoodle.com/admin/auth_config.php?sesskey=SuaMxfc -'_‘:!FQ.‘- Google

LifeWorks

. Apple Buil_:l a Web ._eron Linux E2 Au:linSlnrch Bzga!?a}

Lifeworks I Administration - Users - Authentication

Site Administration |

Naolifications

E’Use!s

" Authenticatian

) Accounis

O pamissians

goooooooooon

Courses
Grades
Location
Language
Modules
Secunty
Appearanca
Front Page
Sarver
Matworking
Reporis

Miscallaneous

{ search J

Admin bookmarks

ockmark 1hs page

Users are authenticated according to the web of trust defined in your Moodle
Network settings.

( Bincks editing on )

RPC negotiation 30 The timeout in secends for authentication over the XMLRPG
timeout: transport,

Auto add remote E When set to Yes, a local user record is auto-created when a
USErs: remaote user logs in for the first time.

These host's users can roam in to your site:

Your users can roam out to these hosts:
Mahara: httpi//mahara.mahoodle.com

&

{ Save changes )

@ Moodia Doca for Thes pags
You are lopped in as Admin User {Logout)

Home
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The final step in enabling SSO with Mahara, is to
give your users the permission to roam to other sites
in the Moodle Roles system. Choose Users >>
Permissions >> Define Roles from the Site
Administration menu.

Click on the 'Edit' button for the 'Authenticated User'
role. In practice of course you're free to provide access
to the Mahara server to a restricted group of users;
perhaps just the students on a particular course.

Lifeworks: Administration: Users: Permissions: Define roles

A A ™1http: // moodle.mahoodle.com/admin/roles/manage.php

Wikipedia Appla

LifeWorks

Lifeworks © Administration © Users © Permissions © Define rolas

Site Administration 2|

" Natifications
= Usars
® Authenticatian
O accounts
= Pamissions
" Define rles

" Assign global mies
" User palicies
Coursas
Grades
Locatian
Langu=sge
Modules
Sacurly
Appearanca
Front Paga
Server
Matworking
Rapads

Miscellanaous

goooooooooon

[ Search )

Admin bookmarks 1 |

bockmark s page

Build a Web ...er on Linux

E2_Audiosearch RegalPal

( Biocks editing on )

{ Manage ml&s. Y '-wa roleassignmema. '|" '-Nlcm roh}overridm. \

Roles g

Administrator
Course creator
Teacher
Non-editing teacher

Student

Guest

Authenticated user

Description

Administrators can usually do anything on the site, in all
courses,

Course creators can create new courses and teach in
them.

Teachers can do anything within a course, including
changing the activities and grading students.

Mon-editing teachers can teach in courses and grade
students, but may net alter activities.

Students generally have less privileges within a course.

Guests have minimal privileges and usually can not enter
text anywhere.

All logged in users.

{ Add anewrole |

Short name Edit

admin 5 4

coursecreator & % 1 4

edingteacher & % 1+ 4

teacher “XT
student s T4
guest s T4
user %}) 1'
Edit

@ Moodie Docs for s pags

You are logged n as Admn User {Logout)

Home

‘admin//roles/manage.phptaction=edit&roleid=7"
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Scroll to the option 'Roam to a remote Moodle' and (e ][+ Thitp://moodle.mahoodie.com/ acmi]roes manage phpracion= i @
click the second radio button to enable this. Click on : ' ' :
'Save changes' at the bottom of the screen.

Customize local transiation

moodielsile iangeditiog s

Create users

moodisfuser create

Delete users

moddiafuserdeieie

Updaic user profies

moodieluser update

View user

moodiefussr viewdelals -

\ﬁsw Tndd&n da‘tak nf Lrsars

moodisfuser viewrdendetals

Assign roles to users
frobeassign

Override permtssima for others

moodisrole. ovenitde

Create ﬂ.nd manage roles

moodiefrols manage

Unassign own roles

modieirols unas s igns el

View hidden role assignments

moodialroie; viewiddenasoigns.

Switch o other roles

moodialfols:swilchraies

View img entries

e L

Create new b:lug entries

moodisfblog creale

Mai official

moodietiog. tags :

Manage personal

M'Mmagac;‘?;ﬂw

Edit and manage entries

meodiefblogrmanageantries

Manage own calendar entries

iefcaiendar m

Msnaga any calendar entries
moodia’calendar mensgsentries

Edit own user profile

moodlefuser ediocwnprofie

C}mm own ptssword

moodie/us s changeownpas awond

Confgura question types ol

moodisfguestion.config |

Show links fo offsite docs

meoda’aie: docknka

Ream to a remote Moodls

modelsia mnatiogintoremots

M&mammedlamhm
Ty MR agatinoks

View notes
moodiefnoles view
Managa notes
modiainotes:menags
Manage al tags
moodiel sy manage
Create new tags
moodielag: creste
Edit existing tags
meodstag edt

Edit blocks in tags pragas
moocefisy ediftéocks

Create private RSS feeds

blocidras clhient: mmepwmdm

Create shared RSS feeds

tockirss_clent: createsharedfesds

Manage own RSS feeds
5_chent 5

b
B

PV

Ab

AbA

&
=
o>

|
|
|
|
|
|

»

B
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&
>
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Now that everything is set up to allow our users to
roam to Mahara, we just have to provide them with . e _eronlinux E2 AudioSearch

a link to bring them to the site.

Navigate back to your Moodle homepage and click

iti
on 'Turn editing on'. English (en)

{__Turn editing onU'l
The LifeWerks Forum is here for you to post questions for the Customer
Support team. Check out the discussion topics below to see the type of Walooma to the LifeWorks 6-Ca ;
guestions people have already asked. N - i

If you would ke to pest a question of your own, you must register and kg in

e . canear 0]

4 August 2007 4
Sun Han Tue Wed Tau Fel Sa
Avalilable Courses | z v
s -3 T a =] h - 11
How to configure Moodle oA 4 AR
= o 21 g 21 24 S

An introduction to instaling and

configuring a Moodie installation lo

* STUDENT support your leaming actvities.
PROFILES

You are logged i as Admin User (Logoat)
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Once you choose the 'Network servers' block from oA A hizp:// moadie mahoodie.com/ ©F(Q- Coogle

the Blocks menu, your Mahara server should be listed ' : _Apple BuildaWeb _eronLinux E2 AudioSearch
in it, alongside its mini-icon. :

You are lopged in a3 A iz {i

(um eding of )

P it Ll el
Course /Site Description

The LifeWeorks Forum is here for you to post questions for the Customer
Support team. Check out the discussion topics below to see the type of
questions people have already asked.

‘Welcome 1o the LifeWorks e-Campus,
If you would like to post a question of your own, you must register and log in

to the site.
S H X ®
@ r Add & resource... hﬁ @ | Add an activity... hﬂ
4 August 2007 [ 3
1 z 3 4
< B T 3 2 1 i1
STL_J DENT How to configure Moodie o W = = e
PROFILE An introduction to installing and O R o e ooy | e
canfiguring a Moodle installation to
suppord your leaming activites, ® @ B m » H
4 Add. !
Agtivities
Admin bookmarks
Blog Menu
Blog Tags
Courses
Clobal Search
HTML
Latest News
Loan calculator
Login
Main Menu
Mentees
Massages
Metwork Servers
Online Users 'h‘
People
Random Clossary Entry
Recent Activity
Remuote RSS Feads
Search Forums
Upcaming Events

Yo ane bogped n as Admin User (Logout)




Mahoodle://Integrating Mahara with Moodle
2://Enable SSO: Moodle

Lifeworks: Administration: Users: Accounts: Browse list of users

We’ll need some users to allow us to test our new

™1http://moodle.mahoodle.com/admin/user.php

SSO configuration. I've created records for a couple
of names you might recognise.

Now that we’re done configuring SSO, we can log off
from both Moodle and Mahara, and log back into

Moodle (only) as Rosa Parks. LifeWorks

(3

Lifeworks » Adm

" Matifications
= Uszars
® Authenticatian
= Accounis

* Users - A

" Browsa list of users
" Add & new usar
" Upkad usars
" User profie fieids
O parmissians
Cources
Grades
Location
Language
Modules
Secusty
Appearance
Front Pags
Server
Metworking
Rapars

Miscellaneous

gooooooooeooD

{ Search )

Admin bookmarks 1

bookmark this page

list of users L‘_Eiur.ks editing on )

Firstname ! AHABCDEFGHIJELMNOPQRSESTUVWXYZ
Surname t AIABCODEFGHIJKLMNOPQRSTUVWXYZ
_Search )
First name / Last
P Emall address City /town Country =
Abrabam Lincoln alincoln@example.com  Springfield United States of Never Edit Delete
America
Admin User donal@catalyst.net.nz Wellington Mew Zealand NoW Edit
Rosa Parks r.parks{@example.com  Detroit United States of Never Edit Delete
America

%

@ Woodie Docs for thes pags
¥ou are logged i a3 Admin User (Logoat)

Home
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A A ™1 http: / / moodle.mahoodle.com/

Our Mahara server is listed in the ‘Network Servers’ | . |
block. Click on ‘Mahara’ to initiate SSO. 1 Wikips _.er on Linux

Welcome to the LifeWorks e-Campus.
The LifeWeorks Forum is here for you to post questions for the Customer

Support team. Check out the discussion topics below to see the type of
e e s E

If you w_aulcl like to post a question of your own, you must register and log in 4 Augusl 2007 >
to the site.
Sun Hon Tue i Tu Fe| Sa‘:
1 F4 3 &
& -3 T 2 @ 1 11
= FH Fal ZE 3 o4 =
How to configure Moodle x| x 2 o= w M

An intreduction to instaling and
configuring a Moodie installation lo

! PROFILES

& Mahara

You are logged in as Rosa Parks {Logout)
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B htep:/ jmahamahmdle.mmf

O
We arrive at the Mahara welcome page, and we're [« »Jlc] - il
told that “You are logged in as Rosa”. The ‘logout’ o ; o
option appears at the top of the screen.

Welcome to Mahara

o

Q- Google

Mahara is a fully featured electronic pardfolio, weblog, resume builder and social networking system,
connecling usars and creating online communibes. Mahara provides you with the tools to set up a persanal
leaming and development environmant.

For more information you can read About Mahara or atematively please feel free to Contact Us.

Terms and Conditions | Privacy Statement | About | Conts
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Click on “My Profile” to visit the user details for Rosa

Parks. Note that the image that I uploaded to Rosa’s _ Build a Web _er on Linux
Moodle profile has been carried over to Mahara along : 3 Rosa Parks -
with her other details.

In these first two sections, we enabled networking
on both Moodle and Mahara, and we configured
Mahara to accept users who SSO via a Moodle.

Pmﬂle = Mahm =

@ 5 Q- Google

Logout

You are logged in 88 Rosa

In the next section, we’ll configure Mahara to allow
Moodle’s users to log in directly to Mahara, or to log
in via SSO, as they choose.

Profile 2 Edit My Resumé » B Edit Profile lcons »

First Namse
| Rosa

Last Nams
| Paris

Student 1D

Preferrad Name
®

Introduction

Blgm|&-ﬂ-| |—©y|. ..|HTI'I1L
i SRl Eps e S {158 | & B @

| — Font famiby -~ :1|[ — Font size — -:”' ——Furmil——-$3

11

ki

Emall Address (multiple allowad)
r.parks@example.com [X]
Add email address %

Official Website Address {;7
S by

Personal Website Address

Blog Address

Postal Address

Town

City/Ragion

Country
New Zealand =

Home Phone

Business Phone *
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Log on to Mahara as the admin user, and navigate | ) hltle}maharakmahmdie.mm!adminjusers;Ensﬂtullons.php?l=mahoodltg- - ' Google

to the configuration page for the institution that we dia Apple Builda Web _er on Linux E2 AudioSearch [
created earlier.

In the pulldown menu of authentication plugins, : P—
select ‘internal’ and click on the ‘plus sign’ button '

beside the menu to add the internal authentication g
method to the auth stack. ' '

An authentication method labelled ‘Internal’ will You are logged in as Admin User (admin)
appear in the authentication stack for your institution.

The configuration pop-up window doesn’t appear = MANAGEUSERS ADMINISTER EXTE is

because there are no configuration options for internal ;

hentication e e S

. . . Institution added successfully. Please configure an authentication plugin for this institution. X
Click on the ‘up-arrow’ beside ‘Internal’ to move it < sl Sl - i ' :

to the top of the stack.
Now - click on ‘Mahoodle XMLRPC’ to reopen the
window displaying its configuration options. Institution display name Manoodle Moodle

Authentication plugin Internal [41x1
Mahoodle XMLRPC @[x}

xmirpc B "

»

Reglstration allowed? ™

Vihelher users can regester for the systam wilh this mstiution

Default account Ifetime | Fraendane B -

How long newly crealed user accounts will be usabie for before they expire

Default account Inactivity time [ | ffNoend: date B L

How long a user acoount wil remain aclive without the user lopging in

Admininster Institutions

Warning time for inactivity/expiry BT ' Weeks 7

The time before user accounts & 1o expire of bacoms inaciive al which a waming messags wil be sant
to nesm

Locked flelds *
First Name
Last Name
Student ID
Preferred Name
Introduction
Emall Address (multiple allowed)
Officlal Website Address
Personal Website Address
Blog Address
Postal Address

1 e T i

80

|
a,
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’ W

In the pulldown menu of Parent Authroities, the
Internal plugin will now appear. Select ‘Internal’ as

the parent authority for this XMLRPC instance, and ma haR
click on submit.

This confirms to Mahara that users from this .
institution who SSO in from Moodle are also Admininster Authorities
permitted to sign on directly with a username and

. . . Authority name
password, and be authenticated against the internal " Mohondle RN
Mahara database. Parent authority internal [§]
That’s all we need to do here - log out of Mahara, and WIWW root http:{/ moodle.mahoodle.d *
log into Moodle as Rosa Parks.
Site name Mahoodle Moodle "
Application Moodle I-%] '
Port number 80
We SSO out B *
They SS0in S
Update user info on login ™
We auto-create users ™ -

They auto-create users

(" submit ) (" Cancel )

_;
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This time, when we try to SSO from Moodle to
Mabhara, we’re prompted to ‘change our password’.
Mahara has noticed that we don’t have a password
to use with the ‘internal’ authentication plugin yet,
and is prompting us to provide one.

Once we supply a password to Mahara, we can log
out of the application and then log back in directly
without going through Moodle.

If we’re already logged on at Moodle, we can still
click on the link in the Network Hosts block to be
signed on to Mahara automatically.

Mahara ships with three authentication plugins;
internal, XMLRPC and IMAP. The IMAP plugin is

designed to authenticate users against an eMail server.

The application is designed to allow new
authentication plugins to be added fairly simply.

[« »Je]+]{a A

0 hitp://mahara.mahoodle.com/

You are logged in &s Rosa

Change password

You are required to change your password before you can proceed.

New Password:

Your new password {EP

Confirm password:

Your new password again

Temms and Conditions | Privacy Statement | About | Contact Us
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! E A A] Thttp: //moodle.mahoodle.com/admin/mnet/mnet_services.php?step=list & ""Qv Google

Log out from Moodle, and re-authenticate as the
admin user. From the admin menu, click on

Networking >> Peers, to view the details for your
configured hosts. Our Mahara server will appear in
this list.

Click on the Mahara site name, to review the host’s
details, and then click on ‘Services’ to review the
configured services for this host.

Let’s switch around our options - instead of publishing
the SSO (Identity Provider) service, let’s subscribe
to it, and instead of subscribing to Mahara’s SSO
(Service Provider) Service, let’s publish that service.

In this way, we provide an opportunity for users to
access Moodle via their Mahara account. The users
that could formerly SSO from Moodle to Mahara will
no longer be able to do that, but they will be able to
log into both Moodle and Mahara directly.
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Subscribe to this service to be able to enrol your students in courses on Mahara.
» Dependency: You must also subscribe to the SSO (Service Provider) service on

Mahara.
» Dependency: You must also publish the SSO (ldentity Provider) service to Mahara.
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| Subscribe

SSO (Identity Provider)

Publish this service to allow your users to roam to the Mahara Moodle site without having to re-
login there.

» Dependency: You must also subscribe to the SSO (Service Provider) service on
Mahara.
Subscribe to this service to allow authenticated users from Mahara to access your site without
having to re-login.
» Dependency: You must also publish the SSO (Service Provider) service to Mahara.
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SSO (Service Provider)

Publish this service to allow authenticated users from Mahara to access your site without
having to re-login.

* Dependsncy: You must also subscribe to the SSO (ldentity Provider) service on
Mahara.
Subscribe to this service to allow your users to roam to the Mahara Moodle site without having

to re-login there.
= Dependency: You must also publish the SSO (ldentity Provider) service to Mahara.
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From the admin menu, click on Users >>
Authentication, and click on Moodle Network
Authentication’s details link, to review the details for
that plugin.

In the pulldown menu, choose ‘Yes’ for “Auto add
remote users”. You can see that the plugin reports
that “These hosts’ users can roam into your site”, and
that our Mahara host is listed there.

Now we should be ready to create a user account on
Mahara, and use it to SSO to Moodle. We could use
the Rosa Parks record on Mahara, but on arriving at
Moodle for the first time, Moodle would create
another user record for Rosa, leading to confusion.

This is a result of the two applications reversing the
direction in which their users SSO. To accomplish
this in a production environment would require
careful planning.
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Moodle Network authentication

Users are authenticated according to the web of trust defined in your Moodle

Network settings.
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RPC negotiation "30 |
timeout:

Auto add remote  Yes
users:

The timeout in seconds for authentication over the XMLRPC
transport.

When set to Yes, a local user record is auto-created when &
remote user logs in for the first time.

These host's users can roam in to your site;
Mahara: hitp://mahara. mahoodle.com
Your users can roam out to these hosts:

( Save changes |

@ Moadie Docs for s page
You ane lopped n as Admin User (Logout)

Home




Mahoodle://Integrating Mahara with Moodle

4://SSO into Moodle [Ny Edit an Authority =
Log into Mahara as the admin user, and navigate to '
the config options for the institution we created

earlier. Open the XMLRPC configuration window, ma aRa

and reverse the checkboxes so that ‘We SSO out’ and

‘They auto-create users’ are both checked.

Admininster Authorities

Authority name Mahoodle XMLRPC
Parent authority Cinternal 2] 7
WWW root http:/ {moodle.mahoodle.c *
Site name Mahoodle Moodie e
Application “Moodle 3 ¢
Port number 80 .
We 550 out LR
They S50in =
Update user info on login =
We auto-create users =
i‘. 2

They auto-create users
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Create a new user record - I've created a record for @ http:/ /mahara.mahotile.com/artefact/internaly

@ B Q~r Google

Woody Guthrie. Log off from the admin account, and
log back in as the new user you have just created.
Make sure that you've signed out from Moodle.
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You are logged in a8 Woody Guthrie
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Note that an SSO Peers block has appeared on the
welcom page, and it contains a link to the Moodle
site. Click on the link to be signed on at Moodle.

You are logged In a8 Woody Guthrie

Mahara is a fully featured electronic portfolio, weblog, resume builder and social networking
system, connecting users and creating online communities. Mahara provides you with the
tools to set up a personal learning and development environment.

For more information you can read About Mahara or alternatively please feel free to Contact 550 Peers ©
Us.
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Terms and Conditions | Privacy Statement | About | Contact Us
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At this point, you should find yourself signed on at
Moodle as Woody Guthrie.
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You are logged in as Woody Guthne from Mahara (Logout)
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A word on Authentication Plugins

An institution can have any number of authenticating
authorities, and Mahara will try to authenticate users
against those one at a time until it hits upon an
authority that knows the user. An authority could be
any system that already stores username and
password information for your users, for example, a
student management system, an email server, an
LDAP server or just a plain old database.

Mahara may be able to access the same authority by
different means, for example, if your user data is in
a Moodle database, a database-authentication plugin
could access that database and compare the

credentials your users supply to the values in Moodle.

In this example, the Moodle database is the canonical
or 'parent’ store of data for username/password
information.

Users who login to Mahara, and are authenticated
against a Moodle database, might also log into Moodle
and click on a special link to be automatically signed
on to Mahara. This feature is provided by a Mahara
authentication plugin called 'xmlrpc', and because
the users' credentials are stored in the Moodle
database, the database authentication plugin is said
to be the parent of the xmlrpc authentication plugin.

Authentication stacks are an advanced topic that
won't be relevant to most Moodle and Mahara
deployments. We cover this topic further in chapter

4.
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